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PHAN VAN BAN KHAC

UY BAN NHAN DAN THANH PHO

UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO HO CHi MINH Pic 1ap - Tu do - Hanh phic
S6: 2623/QD-UBND Thamnh phé Ho Chi Minh, ngéy 24 thang 5 ndm 2016
QUYET PINH

Phé duyét “Chwong trinhdam bao an toan thong tin trong
cac co' quan nha nwéc Thanh phd giai doan 2016 - 2020”7

CHU TICH UY BAN NHAN DAN THANH PHO HO CHI MINH

Can ctr Luét To chire chinh quyén dia phuong ngay 19 thang 6 nam 2015;

Can ctr Luat Cong nghé thong tin ngay 29 thang 6 nam 2006;

Can ctr Luat An toan thong tin mang ngay 19 thang 11 nam 2015;

Can ct Quyét dinh s6 2254/QD-UBND ngay 15 thang 5 nam 2015 cua Uy ban
nhan dan Thanh phé vé phé duyét Quy hoach cong nghé thong tin Thanh phd HO Chi
Minh dn nam 2025;

Can ¢t Quyét dinh s6 01/QD-UBND ngay 09 thang 01 nam 2016 cua Uy ban
nhan dan Thanh phé vé ké hoach chi dao, diéu hanh phat trién kinh té - vin hoa - xa
hoi, ngan sach Thanh phé va chuong trinh cong tac ciia Uy ban nhan dan Thanh phé
nam 2016;

Xét dé nghi cua S¢ Thong tin va Truyén thong tai To trinh s6 10/TTr-STTTT
ngay12thang5 nam 2016 vé phé duyét “Chuong trinh dam bao an toan thong tin trong
cac co quan nha nuéc Thanh phd giai doan 2016 - 20207,



CONG BAO/SH 54+55/Ngay 01-7-2016 67

QUYET PINH:

Piéu 1.Phé duyét kém theo Quyét dinh nay “Chwong trinh dam bao an toan
thong tin trong cac co quan nha nudc Thanh phd giai doan 2016 - 2020,

Diéu 2.Quyét dinh nay c6 hiéu lyc ké tir ngay ky.
Piéu 3.Chanh Vin phong Uy ban nhan dan Thanh phd, Thu truong cac So, ban,

nganhva Chu tich Uy ban nhan dan cac quanhuyén, phuong,x4, thi tran chiu trach
nhiém thi hanh Quyét dinh nay /.

KT. CHU TICH
PHO CHU TICH

Tran Vinh Tuyén
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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO HO CHi MINH Pic 1ap - Tu do - Hanh phic
CHUONG TRINH

Pam bio an toan thong tin trong cac co quan nha nwéc Thanh phé
giai doan 2016 - 2020
(Ban hanh kém theo Quyét dinh s6 2623/0P-UBND
ngay 24 thang 5 nam 2016 cia Chii tich Uy ban nhédn dédn Thénh pho)

A. MUC TIEU CHUNG

Nang cao kha ning, canh bao sém, phong, chéng cac nguy co tan cong, xam
nhap hé thong cong nghé thong tin va ngin chin, khic phuc kip thoi cdc sy ¢d an
toan thong tin. Pam bao an toan an ninh thong tin cho cac hé théng thong tin cua
Thanh phd, phuc vu trién khai hiéu qua chinh quyén dién tir Thanh phd.

Phat trién nhan lwe va nang cao nhan thirc ctia lanh dao cac cép, can bd, cong
chtrc vé an toan thong tin trong tinh hinh moi.

B. MUC TIEU CU THE

Nhitng muc tiéu can dat dwoc dén nam 2020

- T4t ca cac S&, ban, nganh, Uy ban nhan dan quan, huyén x4y dung hoan chinh
ha tang cong nghé thong tin phuc vu Chinh quyén dién ti;

-100% can bo cong chirc, vién chire tai cac S&, ban, nganh, Uy ban nhan dan
quan, huyén déu dugc co quan pho bién va nim rd cac quy dinh vé an toan thong tin
khi tham gia st dung cac hé thong thong tin trong cac co quan nha nudc;

-100% cac S¢, ban, nganh, Uy ban nhan dan quin, huyén duoc trang bi hé
thong dam bao an toan thong tin dé bao vé hé thong mang, trién khai phan mém
chong méa ddc nham giam thiéu kha nang danh cip thong tin va tan cong hé thong;

-80% phan mém tng dung duogc trién khai phuc vu cong tac tac nghiép tai cac
co quan nha nude trén nén tang cong nghé dam may dudi dang dich vu;

-100% cac S&, ban, nganh, Uy ban nhan dan quan, huyén duoc cap ching thu
s6 chuyén dung;
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- Trién khai va dua vao van hanh Trung tdm dit liéu dy phong cho Thanh pho;

- Phat trién lyc luong chuyén trach Gmg ctru su ¢ an toan thong tin mang, ¢o
kha ning bao vé cac hé thong thong tin trong yéu cua Thanh phd.

C. NHIEM VU TRONG TAM

I. Pam bio an toan ha ting cong nghé thong tin

1. P6i v6i Trung tAm dir liéu Thanh phd

a) Chuan héa ha tng cong nghé thong tin cho Trung tam dit liéu Thanh phé
- Noi dung thue hién:

+ Chuan hoa toan b hé thong theo hudng ao hoa va dién toan dam may, quy
hoach tai nguyén dam bao van hanh cho cac tng dung dung chung ctia Thanh pho;

+ B0 sung cac giai phap an toan thong tin cao cap dé bao vé cho hé théng.
- Pon vi chi tri; S& Thong tin va Truyén thong.

- Pon vi phéi hop: cac S, ban, nganh, Uy ban nhan dan quén, huyén.

- Thoi gian thye hién: tr nam 2016 dén nam 2020.

- Ngudn kinh phi: Ngan sach Cong nghé thong tin - Truyén thong cua Thanh

4
A

pho.

b) Trién khai hé théng phong, chéng va khdi phuc sau tham hoa (Disaster
Recovery - goi tat 1a DR) cho Trung tdm dit liéu thanh pho.

- Noi dung thue hién: xdy dung hé thong phong, chéng tham hoa cho Trung
tam dir liéu Thanh pho, dam bao tinh san sang cia hé thong & mirc cao khi ¢o cac
tham hoa xay ra (thién tai, tAn cong, hu hong hé thong nghiém trong...).

- Pon vi chi tri; S& Thong tin va Truyén thong.
- Thoi gian thwe hién: Dwa vao van hanh trong nam 2016.

- Ngudn kinh phi: Ngan sach Cong nghé thong tin - Truyén thong cua Thanh
pho.

2. Trién khai phuc vu cho cic co quan quan ly nha nwéc

a) Hoan thién ha tﬁng mang noi bo va trang thiét bi tin hoc tai cac co quan nha
nudc
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- NOoi dung thyc hién: tiép tuc hoan thién ha tﬁng mang nd1 bo va thay thé trang
thiét bi khong dap Gmg nhu cau st dung, nham dam bao cho hé thong cong nghé
thong tin tai cadc co quan nha nudc duwgc van hanh lién tuc va dap tmg nhu cau sir
dung céac tmg dung chuyén nganh. Tap trung chuyén d6i va dong bo cac hé thong
quan trong ciia cac co quan nha nude 1én Trung tAm dir liéu Thanh pho.

Pon vi chil tri; cac S&, ban, nganh, Uy ban nhan dan quén, huyén.

Pon vi phéi hop: S& Thong tin va Truyén thong.

Thoi gian thue hién: tir nam 2016 dén nam 2020.

Ngudn kinh phi: Ngan sach Cong nghé thong tin - Truyén thong cua Thanh
pho.

b) Trién khai Mang d6 thi bang thong rong da dich vu (Metronet) du phong

- Noi dung thyc hién: Trién khai duong truyén du phong cho cac So va Uy ban
nhan dan cac quan, huyén.

Pon vi thuc hién: S¢ Thong tin va Truyén thong.

Pon vi phdi hop: cac So, Uy ban nhan dan quan,huyén.
Thoit gian thuc hién: tir 2017 dén nam 2020.

Ngudn kinh phi: Ngan sach Cong nghé thong tin - Truyén thong cua Thanh

II. Dam bio an toan thong tin, dir liéu
1. Poi voi cac hé thong thong tin tai Trung tim dir liéu thanh pho
- N1 dung thure hién:

+ Tiép tuc ap dung cac giai phap ky thuat hién dai bao vé cac hé thong thong tin
Thanh pho tai Trung tAm dit liéu thanh pho;

+ Thué hé théng diéu khién va giam sat, canh bao doi voi Mang d6 thi bang
thong rong va cac hé thong dung chung cua Thanh phé (Hé thong trang thong tin dién
ttr thanh pho, hé thong thu dién ti,. .. );

+ Pam bao sao lvu dy phong, phuc hoi cho cac hé thong ding chung va cac hé
théng tmg dung cong nghé thong tin cua cac co quan nha nuée dang dit tai Trung
tam dir li€u Thanh phé.

- Pon vi chu tri: S& Thong tin va Truyén thong.
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- Pon vi phéi hop: cac S&, ban, nganh, Uy ban nhan dan quén, huyén.
- Thoi gian thye hién: tr nam 2016 dén nam 2020.

- Ngudn kinh phi: Ngan sach Cong nghé thong tin - Truyén thong cua Thanh

4
A

pho.
2. Poi véi cac co quan nha nwéc
a) Xay dung hé thong dam bao an toan thong tin tai cic co quan nha nudc

- No61 dung thuc hién: dau tu thiét bi dam bao an toan thong tin cho cac
co quan nha nude trong hé thong mang Thanh phd.

Pon vi chil tri; cac S&, ban, nganh, Uy ban nhan dan quén, huyén.

Pon vi phéi hop: S& Thong tin va Truyén thong.

Thoi gian thue hién: tir nam 2016 dén nam 2020.

Ngudn kinh phi: Ngan sach Cong nghé thong tin - Truyén thong cua Thanh
pho.

b) Trién khai chtmg thu s6 cho cac co quan nha nudce

- No61 dung thue hién: trién khai ching thu sb chuyén dung cho tit ca cac co
quan nha nudce theo hé théng cua Ban Co yéu Chinh phii nhdm dam bao an toan cho
cac van ban dién tir va cac irng dung khac.

Pon vi chil tri; S& Thong tin va Truyén thong.

Pon vi phoi hop: cac S, ban, nganh, Uy ban nhan dan quén, huyén.

Thoi gian thue hién: tir nam 2016 dén nam 2020.

Ngudn kinh phi: Ngan sach Cong nghé thong tin - Truyén thong cua Thanh

¢) Phong ngira, phat hién, ngan chin va xi 1y phan mém ddc hai.

- Noi dung: trién khai hé thong ky thuét nghiép vu nham phong ngira, phat hién,
ngan chan va xu ly kip thoi phﬁn mém doc hai tai cac co quan nha nudc.

- Pon vi chu tri: S& Thong tin va Truyén thong.

- Thoi gian thye hién: Hoan thanh trong nam 2016 va duy tri trong cac nim tiép
theo.
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- Nguon kinh phi: Ngan sach Cong nghé thong tin - Truyén thong Thanh pho;
kinh phi hoat déng ctia cac don vi.

III. Té chirc nghién ciu, wng dung khoa hoc va cong nghé vé an toan
thong tin mang

- No&1 dung thue hién: Trién khai thuc hién hiéu qua Chuong trinh nghién ctru
khoa hoc vé An ninh thong tin nhim phat trién cac san pham, giai phap
dam bao an toan thong tin cho cac hé thong thong tin trong yéu ciia Thanh phd.

- Don vi thue hién: S& Khoa hoc va Cong nghé.

- Pon vi phdi hop: S Thong tin va Truyén thong, cac truong, vién, doanh
nghiép va chuyén gia vé an toan thong tin.

- Tho1t gian thue hién: tr nam 2016 dén nam 2020.
- Nguén kinh phi: Ngan sach su nghiép khoa hoc va cong nghé Thanh phd.

IV. To chirc kiém tra, danh gia thwong xuyén vé trién khai an toan thong
tin tai cac co quan nha nwéc.

- N&1 dung thuc hién: t60 chic ki€ém tra, ra soat, danh gia vé cong tac
dam bao an toan thong tin tai cadc co quan nha nudc.

Pon vi chil tri; S& Thong tin va Truyén thong.

Pon vi phoi hop: cac S, ban, nganh, Uy ban nhan dan quén, huyén.

Thoi gian thue hién: tir nam 2016 dén nam 2020.

Ngudn kinh phi: Ngan sach Cong nghé thong tin - Truyén thong cua Thanh

4
A

pho.
V. Phat trién ngudn luc

1. Xay dung va phat trién Trung tim k§ thuiit va Gng ciru an toan mang
Thanh ph6 H6 Chi Minh

- Noi dung thye hién: xdy dung, phat trién va duy tri hoat dong Trung tim k¥
thudt va ing ciru an toan mang; giam sat an toan hé thong thong tin Thanh phd; phat
trién lyc lwong chuyén trach tmg ciru sy ¢d an toan thong tin cia Thanh pho;

- Pon vi thue hién: S Thong tin va Truyén thong.

- Pon vi phéi hop: cac S¢, ban, nganh, Uy ban nhan dan quén, huyén.
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- Thoi gian thwe hién: tir nam 2017 dén nam 2020.

- Ngudn kinh phi: Ngan sach Cong nghé thong tin - Truyén thong cua Thanh

4
A

pho.

2. Phat trién ngudn nhéin lwc an toan théng tin mang; diao tao can bd
chuyén trach vé an toan théng tin mang

- N1 dung thure hién:

+ Dinh ki hang nam to6 chirc cac 16p nang cao trinh d6 chuyén mén cua cac can
bd phu trach cong nghé thong tin, an toan thong tin tai cac co quan nha nudc cia
Thanh pho.

+ To chuc tuyén truyén, pho bién phép luat, nang cao nhan thirc vé an toan thong
tin cho can bo cong chirc.

- Pon vi thue hién: cac S&, ban, nganh, Uy ban nhan dan quén, huyén.

- Pon vi phodi hop: S& Noi vu, Hoc vién Can bd Thanh phd, S& Thong tin va
Truyén thong.

- Thoi gian thye hién: tr nam 2016 dén nam 2020.

- Nguén kinh phi: Kinh phi hoat dong cua cac don vi, ngan sach Coéng nghé
thong tin - Truyén thong ctia Thanh pho.

3. T6 chire dién tip bao vé hé thong thong tin trong yéu

- Noi dung thuc hién: hang nam t6 chirc dién tap, xdy dung quy trinh chuan vé
bao vé cac hé thong thong tin cia Thanh phd, nham phat trién kha nang phan ung
nhanh trong cac truomg hop xay ra su ¢6 vé an toan thong tin cho Thanh pho.

Pon vi thuc hién: S¢ Thong tin va Truyén thong.

Pon vi phéi hop: cac S, ban, nganh, Uy ban nhan dan quén - huyén.

Thoi gian thue hién: tir nam 2016 dén nam 2020.

Ngudn kinh phi: Ngan sach Cong nghé thong tin - Truyén thong cua Thanh

4
A

pho.
D. TO CHUC THUC HIEN:
1. So Thong tin va Truyén thong phdi hop S& Ké hoach va Pau tu, S¢ Tai chinh

¢o trach nhiém tham muu, wu tién bd tri kinh phi kip thot dé trién khai thwc hién
Chuong trinh.
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2. Cac du an, hoat déng ung dung cong nghé thong tin st dung ngan sach phai
lap luan chimg vé an toan va bao mat thong tin ngay tir khi 1ap ké hoach, thiét ké hé
thong thong tin. Cac hé thong thong tin ciia cac co quan nha nudc phai trang bi giai
phap k¥ thudt an toan va bao mat thong tin cung véi quy ché quan ly kém theo doi
vl cac co quan va nguol st dung.

3. Thu trwdng cac S&, ban, nganh, Chu tich Uy ban nhan dan cac quan, huyén
t6 chirc thue hién ngay sau khi Uy ban nhan dan Thanh pho phé duyét Chuong trinh,
chiu trach nhi€ém dam bao an toan thong tin trong pham vi quan ly cia minh va dinh
ky 6 thang phai guri bao cdo vé S& Thong tin va Truyén thong tong hop, bao cao Uy
ban nhan dan Thanh phd./.

KT, CHU TICH
PHO CHU TICH

Tran Vinh Tuyén



